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ABSTRACT 

This study aims to analyze the influence of security literacy, the level of concern regarding fraud, and 
trust in Islamic banks on customers’ verification responses when faced with various social 
engineering tactics. The method used was a quantitative associative study employing a survey 
approach via a questionnaire distributed to 120 active Islamic bank customers in Indonesia. Data 
analysis was conducted using Structural Equation Modelling-Partial Least Squares (SEM-PLS). The 
results indicate that security literacy and trust in Islamic banks do not significantly influence 
customers’ responses to verification. Conversely, the level of concern regarding fraud has a positive 
and significant effect; the higher the customers’ level of concern, the greater their tendency to take 
preventive actions such as verifying information. These findings suggest that emotional factors, such 
as anxiety regarding the risk of fraud, influence protective behavior more than cognitive 
understanding or trust in the institution. This study makes a theoretical contribution to the literature 
on Islamic banking security and offers practical recommendations for banks and regulators to 
enhance customer literacy and vigilance against the threat of digital fraud. 
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1. INTRODUCTION  

 
The performance of Islamic banking in Indonesia has improved significantly in recent years. This has been 
driven by various government strategies as well as international factors supporting the growth of this industry 
(Ahmed & Sur, 2023). According to data from the Financial Services Authority (OJK) in June 2020, the growth 
in Islamic banking financing reached 10.13 percent year-on-year, far surpassing the 1.49 percent growth in 
conventional bank credit during the same period. This solid performance reflects competent management and 
the ability of Islamic banks to provide financial value and security, supported by government backing, increasing 
public awareness, significant market potential, and strong financial performance. This growth demonstrates 
that Islamic banks are not merely an alternative but the primary choice for the public seeking to conduct 
financial transactions safely and in accordance with Sharia principles, while continuously enhancing 
performance through product innovation, improved services, and a commitment to Sharia principles. Thus, 
Indonesia’s Islamic banking sector demonstrates the potential to become a leader in the global Islamic 
economy, expanding its market share and increasing its contribution to the global economy (Windasari et al., 
2022). 
Data from the Financial Services Authority (OJK) in 2024 reports that the development of Islamic banking 
over the past few years has seen significant progress. This is evidenced by the data in the table below. 
 

Years 
Number of Islamic Commercial 

Banks (BUS) 

Number of Sharia 

Business Units (UUS) 

2019 14 20 

2020 13 26 

2021 13 27 

2022 13 27 

2023 13 27 

Source: Financial Services Authority, 2024 
 
  Although Islamic banks have recorded impressive growth in market share and digital innovation, these 
significant developments in the digital ecosystem bring with them a greater collective responsibility. This is 
because the ease of access to digital services is not necessarily accompanied by an increase in customers’ capacity 
to deal with social engineering manipulation, and customers’ perceptions and preparedness regarding social 
engineering-based fraud threats do not seem to be aligned (Wilson et al., 2024). This situation indirectly makes 
them easy targets for increasingly sophisticated cybercriminals. Fraudsters often impersonate bank 
representatives via phone, text messages (SMS/smishing), and email (phishing) (Yaqoob et al., 2023), or social 
media, using various tactics such as prize offers, fake emergency notifications, or urgent account verification 
requests (Polyzos et al., 2023). The success of these scams often depends on the perpetrators’ ability to convince 
victims and exploit their lack of understanding regarding bank security procedures, as well as their high level of 
anxiety regarding potential financial loss (Asyhar & Permana, 2023). Additionally, the level of customer trust in 
Islamic banks—which is essential for their growth and customer loyalty—must also be considered a crucial 
factor. This trust can be a double-edged sword: on one hand, it builds loyalty, but on the other, it risks being 
exploited by fraudsters if not balanced by strong security literacy. Therefore, the roles of security literacy, fraud 
concern levels, and trust in Islamic banks in mitigating these risks warrant further exploration (Mohd Thas 
Thaker et al., 2024).This situation limits the choices of non-Muslim customers, who tend to seek more specific 
and diverse financial solutions tailored to their needs. 
 
This study aims to conduct an in-depth analysis of the influence of Islamic banking security literacy, the level 
of fraud concern, and trust in Islamic banks on customers’ verification responses when faced with various social 
engineering tactics (Legass & Durmuş, 2024a). Understanding these factors is expected to provide valuable 
insights for Islamic banks in designing more effective education and communication strategies to enhance 
customer awareness and resilience against online fraud threats, particularly in Indonesia (Zakiy, 2021). Thus, 
this study is expected to contribute to efforts to create a safer and more trustworthy Islamic banking transaction 
environment for all customers. 
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Previous studies have consistently shown that security literacy plays a crucial role in shaping cybersecurity 
behavior (Baltuttis et al., 2024), individuals with a good understanding of digital risks tend to be more vigilant 
and better able to recognize and respond effectively to various social engineering threats. Education on fraud 
tactics has been shown to reduce compliance with malicious requests, while levels of concern regarding fraud 
also encourage the adoption of protective measures (Wong et al., 2022). Nevertheless, fraudulent schemes often 
succeed, primarily due to victims’ limited understanding of banking security procedures and their high anxiety 
regarding potential financial loss (Ma & McKinnon, 2022).  In this context, active verification by customers 
becomes crucial, reflecting critical thinking and caution in verifying received information. On the other hand, 
in Islamic banking, which upholds the principles of justice, transparency, and ethical values, the level of 
customer trust in the bank is also a key factor (Abu ALHaija et al., 2024). This trust, while essential for loyalty, 
can influence how customers evaluate communications that appear to originate from the bank, including 
potential susceptibility to manipulative messages (Álvarez-González & Otero-Neira, 2023). Therefore, the 
interaction between security literacy, levels of fraud concern, and trust in Islamic banks in shaping customers’ 
verification responses to various social engineering tactics still requires further exploration, especially given the 
current dynamics and developments in the Islamic banking system in Indonesia. 
 
Although the literature on cybersecurity, online fraud, and financial literacy in the banking sector has grown 
rapidly, there are still several significant gaps that have not been adequately addressed (Laxman et al., 2024). 
First, most studies focus on conventional banking systems, while research on Islamic banking remains limited. 
This results in a lack of understanding of the unique dynamics of Islamic banks, which prioritize the principles 
of justice, transparency, and religious values, as well as how these characteristics influence customers’ responses 
to security risks, including social engineering (Cele & Kwenda, 2025). Second, previous research generally only 
addressed one or two types of fraud schemes, such as phishing or vishing, without comprehensively examining 
how customers respond to the increasingly complex and diverse social engineering schemes, including smishing 
and pretexting (Salloum et al., 2021). Third, there is a lack of studies that simultaneously examine three key 
variables—security literacy, levels of concern regarding fraud, and trust in Islamic banks—in shaping 
customers’ verification responses (Uddin, 2022). Yet, these three factors are believed to interact with one 
another and collectively influence how customers handle potential fraud. Therefore, research is needed to fill 
this gap to provide theoretical and practical contributions toward strengthening customer protection systems 
in the Islamic banking sector. 
 
The novelty of this study lies in three main aspects that simultaneously fill gaps in the existing literature. First, 
this study focuses specifically on the context of Islamic banking, which has thus far been rarely addressed in 
research on cybersecurity and customer protection. In fact, Islamic banks have operational characteristics and 
customer relationships rooted in religious values and ethics, which can influence customers’ perceptions and 
responses to social engineering threats (Farrag et al., 2022). Second, this study offers a comparative approach 
to customers’ verification responses when facing various forms of digital fraud, ranging from phishing, vishing, 
and smishing to pretexting. Previous studies by Legass & Durmuş, (2024b) tended to be limited to one or two 
types of schemes, thus failing to provide a comprehensive picture of response differences based on the type of 
attack faced. Third, this study combines three key variables cybersecurity literacy, level of concern regarding 
fraud, and trust in Islamic banks to be analyzed simultaneously in influencing customers’ verification responses. 
This approach offers a new contribution in explaining how cognitive (literacy), affective (concern), and 
relational (trust) factors interact to shape customers’ cybersecurity behavior, particularly in the Islamic banking 
sector, which is rapidly expanding in the digital era (Alshurafat et al., 2024). 
 
This study is expected to make significant contributions both theoretically and practically. From a theoretical 
perspective, this study expands the literature on cybersecurity behavior by integrating the context of Islamic 
banking an area that has been under-explored and highlights the role of Sharia values and the level of trust in 
banks in shaping customers’ security responses to various social engineering tactics (Afzal et al., 2025). 
Additionally, this research offers a deeper understanding of the interaction between security literacy, concerns 
about fraud, and trust in Islamic banks in influencing customers’ verification responses, and provides a 
comparative analysis of various fraud tactics such as phishing, vishing, smishing, and pretexting (Yusfiarto et 
al., 2024). Practically, the results of this study are relevant for Islamic banks to design more effective and 
context-specific security education and risk communication strategies, as well as to develop adaptive verification 
protocols based on the type of fraud scheme and customer characteristics. This study also provides valuable 
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input for regulators such as the OJK in formulating cybersecurity policies that are better suited to the Islamic 
banking ecosystem, while helping banks strengthen their protection systems and operational risk management 
against the ever-evolving threat of digital fraud. 
 

2. LITERATURE REVIEW AND HYPOTHESIS DEVELOPMENT 

 
Customer Verification Responses 
Customer Verification Responses to Various Social Engineering Tactics refer to specific actions taken by bank 
customers to verify the authenticity of identities, information, or requests when confronted with psychological 
manipulation tactics (social engineering) from unknown or potentially fraudulent parties (Daniel Ajiga et al., 
2024). As an active self-defense mechanism, these responses vary depending on the method, ranging from 
ignoring suspicious messages, asking for clarification, refusing to provide sensitive information without 
verification through the bank’s official channels, cross-checking information, to reporting the incident. Their 
effectiveness is influenced by understanding of the methods, security literacy, concerns about fraud, the ability 
to recognize manipulation tactics, and acting rationally (James & Garnett, 2024). 
 
Customers’ Verification Responses to Various Social Engineering Tactics can be measured through three 
general indicators: Frequency of Active Verification Actions, which reflects how often customers take the 
initiative to verify information when receiving suspicious communications through various channels such as 
asking for clarification or independently seeking out the bank’s official contact information. Second, 
Compliance with Bank Security Guidelines measures the extent to which customers follow the bank’s security 
procedures regarding verification, such as refusing to provide sensitive information over the phone or always 
verifying promotions through official channels. Third, Diligence in Evaluating Requests measures the level of 
caution and critical analysis customers apply to suspicious information or requests, including the ability to 
identify inconsistencies or emotional manipulation tactics (Grassegger & Nedbal, 2021). 
 
Research by (Momoh et al., 2023) on the psychology of social engineering emphasizes that the success of attacks 
often depends on the exploitation of emotions and a lack of critical thinking on the part of the victim. Effective 
verification involves critical thinking and a refusal to act hastily. Additionally, previous research (Gallo et al., 
2024) found that users who are more vigilant and have a better understanding of phishing tactics (aspects of 
security literacy that underpin verification) are less likely to fall victim. 
 
Security Literacy 
Cybersecurity literacy is an individual’s ability to understand, evaluate, and apply cybersecurity principles and 
practices to protect themselves and their digital assets from threats (Nguyen et al., 2024). It goes beyond 
theoretical knowledge, encompassing practical skills, positive attitudes, situational awareness, and self-
confidence. Individuals with high literacy are able to recognize threats, understand security principles, take 
proactive preventive measures, evaluate online information, and respond to threats in various situations 
(Radanliev, 2024). Cybersecurity literacy is a dynamic capability that requires continuous development and 
updating (Thomas & Sule, 2023). 
 
The three indicators of cybersecurity literacy identified in previous research (Yovo & Gnedeka, 2023) are 
cybersecurity knowledge, cybersecurity behavior, and awareness of cybersecurity risks. First, security 
knowledge: this indicator measures an individual’s understanding of basic cybersecurity concepts, common 
threats (such as phishing, malware, and social engineering), security principles (e.g., strong passwords, data 
privacy), and recommended security practices. Second, Security Behavior: This indicator measures the actual 
actions individuals take in their digital lives to protect themselves and their assets. Examples include the 
frequency of using strong and unique passwords, enabling two-factor authentication, the habit of verifying 
suspicious information, and responding to security alerts (Li & Liu, 2021). Finally, Awareness of Security Risks: 
This indicator measures individuals’ understanding and perception of various cybersecurity threats and their 
potential impacts. This includes recognizing vulnerabilities in oneself and the systems used, as well as 
understanding the consequences of unsafe behavior. This awareness motivates individuals to take preventive 
actions (Krawczyk-soko, 2020). 
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Based on previous research conducted by (Khando et al., 2021) it was found that security knowledge (as a 
component of security literacy) is positively correlated with security behavior. Although it does not specifically 
address social engineering or verification, this study indicates that a better understanding of security tends to 
lead to safer actions. Additionally, research by (AlDaajeh et al., 2022) indicates that security training and 
education (aimed at improving literacy) can enhance awareness and understanding of threats, which in turn can 
influence user behavior, including the likelihood of being more cautious and performing verification. 
Furthermore, research (Montañez et al., 2022) indicates that increased knowledge of social engineering tactics 
significantly reduces the likelihood of users complying with malicious requests, which can be considered an 
effective form of verifying response (verifying the legitimacy of a request before acting). Based on the 
statements above, the proposed hypothesis is as follows:  

H1: Security literacy has a significant effect on customers’ verification responses when faced with  
various social engineering tactics. 
 

Level of Concren About Fraud  
The level of fraud concern refers to the degree of anxiety or fear an individual feels about the possibility of 
becoming a victim of fraud, whether online or offline. It is subjective in nature and is influenced by experience, 
risk awareness, information, and psychological characteristics. High levels of concern drive vigilance, skepticism 
toward suspicious requests, and the motivation to prevent financial loss or the compromise of personal data. 
While protective, excessive concern can lead to stress. This psychological aspect is crucial for understanding an 
individual’s response to potential fraud threats (Lazarus et al., 2023). 

 
According to research findings (Cao & Zhang, 2021) The level of fraud concern can be measured through three 
general indicators. First, Perceived Risk of Fraud reflects how individuals estimate the likelihood of fraud 
occurring and the magnitude of potential losses that may arise, including beliefs about the prevalence of fraud, 
feelings of vulnerability, and assessments of the danger posed by various types of fraud. Second, Cognitive 
Anxiety Related to Fraud measures how often and intensely individuals think about or feel anxious regarding 
the possibility of becoming a victim of fraud, such as concerns about the security of personal information or 
distrust of unfamiliar communications. Third, Fraud Avoidance Behavior observes the concrete actions 
individuals take to avoid potential fraud due to their concerns, such as being extremely cautious when providing 
personal information or avoiding certain online transactions. 
 
Research in the psychology of fraud (Hassan et al., 2024) indicates that perceptions of risk and concerns about 
becoming a victim of fraud are key motivators for individuals to adopt protective behaviors. These behaviors 
may include more careful verification measures when encountering suspicious situations. These findings are 
also consistent with research conducted by (Hossain & Siddiqua, 2022) which shows that emotions such as the 
fear of losing money can influence financial decision-making. In the context of fraud, the fear of losing assets 
can encourage customers to be more cautious and perform verification. Based on these statements, the 
proposed hypothesis is as follows: 

H2: The level of fraud concern influences customers’ verification responses when facing various social 
engineering tactics. 

Trust 
Trust can be defined as a person’s belief or sense of confidence in the integrity, competence, or truthfulness of 
an individual, group, agent, or system (Lewis & Marsh, 2022). Trust encompasses the expectation that the 
trusted party will act in a predictable, reliable manner that aligns with established expectations (Gkinko & 
Elbanna, 2023). Trust is crucial in various contexts, including personal relationships, business, government, and 
financial services such as banking. In the Sharia context, trust is vital to the reputation of Sharia banks; by 
prioritizing quality service, effective communication, and a commitment to Sharia principles, banks can build 
and maintain customer trust, thereby strengthening their reputation, performance, and long-term success 
(Junaidi et al., 2022). 
 
Trust in Islamic banks is a crucial dimension of the customer-bank relationship, as evidenced by several key 
indicators adapted from the literature relevant to operational and cybersecurity contexts, as demonstrated in a 
study by (Chowdhury et al., 2022). First, Sharia integrity and compliance reflect customers’ confidence that the 
bank’s operations adhere to Islamic principles (fair, honest, transparent, and supervised by the Sharia 
Supervisory Board), fostering trust in the bank’s official security advisories and skepticism toward suspicious 
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communications. Second, service competence and reliability measure customers’ confidence in the 
professionalism of Islamic banks in providing efficient, secure, and reliable services, including the management 
of technology and security systems. These capabilities influence customers’ confidence in the bank’s fraud 
protection measures. Finally, good faith and customer protection measure the perception that the bank actively 
cares about customers’ interests and financial security, thereby encouraging proactive reporting of suspicious 
activities because customers are confident the bank will respond effectively. These three indicators 
synergistically build a solid foundation of customer trust, influencing their verification-oriented behavior when 
facing social engineering threats (Garcia-Perez et al., 2023). 
 
Based on previous research by Kim et al., (2024) which revealed that trust has a significant influence on the 
adoption of e-banking. Customer trust can encourage them to continue using digital services despite the risks, 
including the risk of social engineering-based fraud. This aligns with research by Cookman (2023) which 
explains that customers with a high level of trust in banking institutions tend to be more compliant with 
verification procedures and more vigilant against fraud attempts. Therefore, the following hypothesis is 
proposed: 

H3: Trust has a positive influence on customers’ verification responses when facing various social 
engineering tactics. 
 

3. METHODOLOGY 

This study employs an associative quantitative research method. According to Sugiyono (2019), associative 
quantitative research aims to identify the relationship between two or more variables. The study population 
consists of Islamic bank customers who use mobile banking services in Indonesia. The sample was selected 
using purposive sampling. Data collection was conducted via a Google Forms questionnaire, which was then 
directly distributed to the respondents. In this method, the sample size was determined using Ferdinand’s 
formula because the exact size of the population in this study is unknown. According to Ferdianand (2014) the 
sample size is obtained by multiplying the number of research indicators by 5 to 10. Therefore, the sample size 
for this study was determined as follows: n = 12 × 10 = 120 samples. 

 

 
Figure 3.1 Customer Verification Response Model 

 
This study employs variance-based structural equation modeling. It uses Partial Least Squares Structural 

Equation Modeling (SEM-PLS) to evaluate the measurement model and structural model and to test the 
research hypotheses. In addition, this study uses PLS to address the issue of non-normally distributed data. 
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4. DATA ANALYSIS AND INTERPRETATION 

 

4.1. Respondent Demographics 

Table 1.1 shows that the majority of respondents in this study are active customers of Islamic banks and 
have experience or knowledge regarding digital security risks (for example, they have received security 
notifications from the bank or encountered attempted fraud). 
 

Table 1. Respondent Characteristics 

Profile Total Percentage (%) 

Gender   
Male 75 62,5% 
Female 45 37,5% 

Age   
18-25 Years 
26-35 Years 
36-45 Years 
>46    Years 

78 
19 
18 
5 

65% 
15,8% 
15% 
4,2% 

Highest Level of Education   
Elementary/Middle/High School 
Bachelor’s/Master’s/Doctorate 
Other 

65 
48 
7 

54,2% 
40% 
7,8% 

Source: Primary Data Processing, Smart PLS4 
 
4.2. Validity and Reliability  

Validity and reliability tests are prerequisites that must be conducted before performing PLS-SEM analysis. 
The methods that can be used include those for assessing convergent validity, such as average variance extracted 
(AVE), factor loadings, and measures of reliability (composite reliability for this study). 

 
Table 2. Validity and Reliability of the Measurement Model 

Construct Items Loadings 
Composite 
Reliability 

AVE 

   0.874 0.634 

Customer 
Verification 
Response 

 
 
 

Contact the bank directly if you receive a 
suspicious message 
Follow the bank’s security guidelines 
Carefully review any request for personal 
information 
Do not immediately trust requests for 
information from parties without official 
verification 

0.767 
 

0.828 
 

0.782 
 

0.808 

  

   0.861 0.608 

Security 
Awareness 

Banks never ask for PINs or OTPs over 
the phone or via text message. 
Do not click on suspicious links. 
It is dangerous to share personal 
information via social media. 
Be wary of messages offering prizes in 
exchange for data.  

0.850 
 

0.708 
0.774 

 
0.779 

 

  

   0.884 0.605 
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Fraud 
Concern 

Level 

High risk of digital fraud. 
Digital banking services carry potential 
security risks 
Concerned when accessing the bank via 
the internet/app. 
Anxious when receiving unknown 
messages/calls. 
Do not conduct online transactions if 
you feel security is not guaranteed. 

0.775 
0.795 

 
0.705 

 
0.777 

 
0.831 

  

   0.902 0.606 

Customer 
Trust 

Sharia banks operate in accordance with 
Sharia principles. 
Maintain integrity in every service 
provided to customers. 
Reliable security systems and technology 
to protect customer data. 
Capable of handling banking issues 
quickly and accurately. 
Protect customers’ interests and security. 
Transparent and honest information. 

0.762 
 

0.809 
 
 
 

0.770 
 
 

0.773 
 

0.769 
 

0.787 

  

Source: Primary data processed using SmartPLS, 2025 

 
 Based on the table, it is evident that the validity and reliability tests for this study were conducted twice 
to ensure valid and reliable results. In the first round of testing, several constructs were excluded because they 
were not valid or reliable. In the second round of testing, valid and reliable constructs or variables were 
identified. As shown in the table above, the AVE values are greater than 0.50, indicating validity. Furthermore, 
these constructs are considered reliable because their composite reliability values exceed 0.70. 
 
Hypothesis Testing 

 STDEV t-Statistic P-Value Hypothesis 

LK > RVN 0.173 1.629 0.103 H1 : Rejected 
TKF > RVN 0.152 2.679 0.007 H2 : Accepted 
KN > RVN 0.143 1.477 0.140 H3 : Rejected 

Source: Processed by the author, 2025 
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Ficture 1. SEM PLS Path Analysis Results 

 
5. DISCISSION 

 The data analysis results indicate that the findings regarding the first hypothesis namely, that security 
literacy does not influence customers’ verification responses when faced with various social engineering tactics 
are consistent with previous research (Washo, 2021). This finding suggests that even though customers possess 
knowledge of the basic principles of digital security, such knowledge does not automatically translate into 
tangible defensive behavior (Putrevu & Mertzanis, 2024).  In the context of behavioral psychology, this 
phenomenon is known as the knowledge-behavior gap a condition where an individual understands a risk but 
fails to take appropriate preventive actions. This may be caused by a low level of internalization or critical 
awareness regarding digital fraud risks, resulting in knowledge remaining purely cognitive without the urgency 
to act (Yu et al., 2022). Additionally, customers’ high trust in the security systems of Islamic banks may also be 
a factor that reduces vigilance (Qatawneh & Makhlouf, 2025). This is also stated in a study conducted by 
Nordhoff & Hagenzieker, (2024) which found that customers who place excessive trust (overtrust) in banks or 
technology tend to feel secure and do not feel the need to actively verify messages or requests for information 
they receive, even though they are aware of the potential dangers of social engineering. Situational factors can 
also be a cause; for example, customers may be in a hurry, tired, or distracted when receiving a social engineering 
attack, leading to reduced vigilance. On the other hand, digital fraud schemes are becoming increasingly 
sophisticated and often exploit the emotional vulnerabilities of victims, such as fear, panic, or even trust in 
authority figures (Zhou et al., 2024). In such situations, financial literacy alone is insufficient without emotional 
intelligence and the resolve to verify information. 

Furthermore, the second hypothesis indicates that the level of concern about fraud has a significant 
effect on customers’ verification responses when faced with various social engineering tactics. The higher a 
person’s level of concern about potential fraud, the more likely that individual is to take protective measures to 
safeguard themselves (Cross, 2021). In the banking context, this is reflected in verification responses—cautious 
actions such as double-checking information, not immediately trusting suspicious messages, and confirming 
with the bank before providing personal data (Palma et al., 2024). Customers who feel anxious or worried about 
becoming victims of fraud tend to be more vigilant against various social engineering tactics, such as phishing, 
vishing, or smishing (Pangrazio & Bunn, 2024). This concern can trigger a self-defense mechanism in the form 
of increased alertness and caution when receiving unusual or suspicious information. This aligns with 
Protection Motivation Theory, which states that the perception of a threat (in this case, concern about fraud) 
will prompt individuals to take protective actions (Wu et al., 2024). 

Finally, the third hypothesis suggests that trust does not have a significant effect on customers’ 
verification responses when faced with various social engineering tactics (Admass et al., 2024). Although trust 
in banking institutions is a crucial element in building long-term relationships between banks and customers, 
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the level of trust does not always correlate directly with customers’ vigilance or protective behavior in the 
context of digital fraud (Alawida et al., 2022). When facing social engineering tactics, verifiable responses are 
more triggered by direct threat factors, such as concerns about losing money or personal data, rather than by 
trust in the institution (Wu et al., 2024). Customers with high levels of trust in the bank may feel safe and 
protected, making them more likely to skip verifying suspicious information because they assume all 
communications from the bank are inherently safe (Bugandwa et al., 2021). Additionally, in the digital age, 
criminals often impersonate the bank with remarkable conviction. Thus, trust in the bank alone is insufficient 
to distinguish between genuine and fraudulent communications (Sogenbits & Turksen, 2024). Therefore, trust 
alone is insufficient to influence customers’ decisions to take verifying actions. This finding is also consistent 
with several previous studies, one of which states that trust tends to influence loyalty or satisfaction but does 
not directly influence defensive behavior or vigilance against the risk of fraud (Cooke & Marshall, 2024). 
 

 

6. CONCLUSION AND RECOMMENDATIONS 

 
 The results of the study indicate that security literacy does not have a significant effect on customers’ 

verification responses, meaning that even though customers understand the basic principles of digital security, 
this knowledge does not always translate into active and preventive verification actions, reflecting the existence 
of a knowledge-behavior gap. Conversely, the level of concern regarding fraud has a positive and significant 
influence on verification responses; the higher a customer’s anxiety or vigilance regarding potential fraud, the 
greater their tendency to take protective actions such as verifying received information. Meanwhile, trust in 
Islamic banks does not significantly influence verification responses, as high levels of trust can actually lead to 
overconfidence (overtrust), causing customers to become less vigilant and more vulnerable to fraud disguised 
as official communication from the bank. 

For future research, it is recommended to include mediating and moderating variables such as self-
efficacy, digital anxiety, or trust in technology to further explore the psychological mechanisms that influence 
customers’ verification responses to digital fraud schemes. Additionally, a longitudinal approach can be 
employed to observe the dynamics of changes in customer behavior over time, particularly before and after 
educational interventions by the bank. Future research could also expand the respondent pool to include rural 
areas, regions outside Java, or Islamic boarding school communities to examine the role of religious values in 
shaping customers’ levels of digital trust and vigilance. Equally important, a comparative study between Islamic 
banks and conventional banks can be conducted to determine whether the same patterns of influence from 
these variables also apply in the context of non-Islamic banking, thereby yielding a more comprehensive and 
practical understanding. 
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